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Abstract 
Banking websites as well as other financial website suffers from 
the problem of unauthorized access or the trials of unauthorized 
access. This security problem is not a bank specific problem so that 
the presented work is about to define a middle layer between the 
banking systems and the end users. This middle layer will work as 
the middle authentication layer. All the security aspects and 
verifications will be implemented on this layer under the rules of 
RBI as well as cyber security system. The presented work is about 
to study the existing security models for the banking system.  
Keywords:  RBI, Cyber Security, Banking, Authentication. 

I. Introduction 

Presently only Qualitative Risk Assessment Models / 
Methodologies are used by the organisations to analyze the 
risk residing in their premises. Therefore, this paper 
includes the through study of the most relevant Qualitative 
Risk Assessment models/methodologies and the comparison 
between those same models.  This paper basically provides 
an overview of existing Information Security Risk 
Assessment methods, and a comparison that evaluates those 
different methodologies. It aims to describe and compare 
properties of Information Security Risk Assessment 
methods in a concise manner[1]. The remainder of this 
section is classified as follows. Section 1 discusses the 
criteria for selection of the different qualitative models for 
the study. Four qualitative risk assessment models are 
selected for the detailed study. Section II to IV   discusses 
each of the selected models in detail. All the features, 
advantages and disadvantages of the considered models are 
listed in the respective sections. Finally section V 
summaries and concludes the selection process.  

Model Selection 

There are several models and methods that help in the risk 
assessment process. This study will address the methods 
that support the risk assessment process and those which 
can be applied to information security. Therefore, methods 
that are not classified as risk assessment or risk management 
oriented or that are general management oriented (i.e. 

corporate governance) frameworks like Coso, Cobit or 
Basel II are not considered in this study. High-level 
reference documents like the ISO Guide 73 are also not 
taken into consideration as risk assessment models. Four 
well known models are selected for detailed study. These 
models are selected on the basis of their wide acceptability 
by various small and big organisations across the whole 
world. Currently only these models are used to conduct risk 
assessment in almost all organisations. So these models 
have wide acceptance in information risk assessment 
field[3].  

II.  CRAMM - CCTA   

CRAMM is based on Qualitative Risk Assessment 
methodology. It is mostly used by national defence 
departments and very large organizations.  It is UK 
Government’s risk analysis and Management method. 
CRAMM is owned, administered and maintained by the UK 
Security Service on behalf of UK Government. It is also 
consistent with British Standard 7799: 1995[4, 5]. CRAMM 
is a risk management strategy rather than the risk avoidance 
strategy. According to CRAMM Methodology risk is 
dependent on various parameters such as asset values, 
threats, vulnerabilities, etc.  The CRAMM practitioner 
decides the values of these parameters by conducting 
interviews with the owners of the assets, the users of the 
system, technical support staff, departmental security 
officer, etc.      
The result of CRAMM review is a number of recommended 
solutions or countermeasures that are extremely necessary to 
mitigate the risks. 
So with the help of CRAMM one can quickly find the 
answers to a wide range of security questions such as: 
 

1. What level of authentication is required for new e-
business application? 

2. How can one assess what cryptographic services 
are required? 

3. Does our existing security infrastructure provide 
adequate protection for our new ERP system? 

4. Is the physical security at data center adequate? 
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5. How can one justify security expenditure to the 
board? 

Key Features 

CRAMM's aims to: Ensure that security requirements are 
fully analyzed and documented for any type or size of IT 
system. 

1. Avoid unnecessary expenditure on unjustified security 
measures which can arise through the use of subjective 
and pragmatic risk assessments. 

2. Avoid inconsistencies associated with improvised risk 
assessments.  

3. Involve and aid management in planning and 
implementing security throughout the various stages 
spanning the life cycle of IT systems. 

4. Aid security reviewers to plan and carry out 
assessments in a reasonable time. 

5. Reduce the need for clerical effort by implementing the 
method as a software tool for standard PCs. 

The risk analysis according to the CRAMM methodology 
does not analyze security of individual information system 
assets but associates them into logical units – asset models, 
which then enter the risk analysis proper[6,7]. 

CRAMM is divided into 3 stages: 
Each stage is supported by questionnaires & guidelines. 
 

a) Asset identification and Valuation  

In this the reviewer conducts interviews with “Data owners 
to value data assets, which raises the level of organizational 
acceptance of the review. Next step is Identification of 
assets – data, services over data, software, physical assets 
and premises. Then asset models defining dependence 
between various asset types are developed. Finally 
evaluation of data assets (i.e. impact of disclosure, 
modification, destruction, and unavailability) and physical 
and software assets (cost of their recovery, reconstruction) is 
carried out. 
 

b) Threat and Vulnerability Assessment 

Threat and vulnerabilities are investigated against selected 
asset groups. CRAMM has predefined tables for threat/asset 
group and threat/impact combinations. 
 
Two Types of review are Available: 

1. Full CRAMM Review 
2. Rapid CRAMM Review 

 

c) Countermeasure selection and recommendation 

It covers the selection of appropriate countermeasures. The 
recommended security profile is then compared against 
existing countermeasures to identify areas of weakness or 
over-provision. CRAMM has a database of over 3,000 
security controls covering all aspects of information 
security, cross referenced to the risks they protect against 
and ranked by effectiveness and cost. At last 
countermeasures are prioritized . Final step is making of a 
management report[8,9]. 

CRAMM Controls Database: 

It covers all aspects of security including technical, 
physical, personnel, documentation and procedural 
measures. 

Each countermeasure is referenced by: 
• The assets for which it is appropriate 
• The type of control (whether it reduces 

threat/vulnerability/impact, etc ) 
• The risks for which control is appropriate 
• The effectiveness of the control 
• The cost of control 

c) Merits 
 
The merits of CRAMM methodology are listed below. 
 
1. It is a structured approach to risk analysis and 

management, based on well established method 
2. It provides assistance in contingency planning, BS7799 

certification and audits 
3. Promotion of security awareness and acceptance 
4. Possibility of full reviews and rapid reviews 
5. It provides regularly updated extensive hierarchical 

countermeasure database, covering non- technical areas 
as well 

6. Provides relative prioritization of countermeasures, 
including effectiveness criteria and implementation 
costs. 

7. It allows reviewers sufficient flexibility in support of 
system modelling. 

8. It is highly automated. 

d) Demerits 
 
The demerits of CRAMM methodology are also listed 
below. 

1. Need for qualified and experienced 
practitioners to use the tool 

2. Full reviews generally take months rather than 
days 
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3. The tool generates far too much hard-copy 
output 

4. The tool offers little flexibility for customizing 
copy output to meet customers’ house-styles 

III.  NIST SP 800-30 

NIST SP 800-30 looks at securing the infrastructure on 
which the data resides. Here, organizational risks or 
business requirements are not a yardstick for measuring risk, 
as with ISO 27005 or OCTAVE.  Risk assessment under 
NIST SP 800-30 involves nine steps in three distinct 
stages[10,11,12]: 

1. System characterization:  NIST SP 800-30 is 
thorough, when it comes to system characterization. 
Starting with the hardware, systems are characterized 
by software and system interfaces. Next, the data 
residing on the system and the people who have access 
to it are noted. Finally, the system’s objectives, 
boundaries and functions are defined. Another 
component here is the identification of critical data and 
its sensitivity, which helps in establishing a perspective 
for identifying threats. This is similar to information 
gathering and context establishment under OCTAVE 
and ISO 27005, respectively. 

2. Threat identification :  In NIST SP 800-30, the attack 
history is reviewed and correlated with intelligence 
from monitoring agencies to establish threat vectors. A 
threat statement is prepared for the system, similar to 
threat scenarios under OCTAVE. 

3. Vulnerability identification :  Vulnerability 
identification is the next step under NIST SP 800-30. 
Previous risk assessments, if any, are reviewed and 
audit comments from previous auditors’ logs are 
incorporated. Security requirements are then mapped 
against the results of security tests on the infrastructure. 

NIST SP 800-30 draws out vulnerabilities in each 
defined system boundary. One of the strengths of NIST 
SP 800-30 is that it allows for mapping of 
vulnerabilities, quantifiable in technical terms, to the 
context of each security requirement. 

4. Control analysis:   Post vulnerability identification, 
NIST SP 800-30 analyzes controls, starting with 
existing controls. Additional controls are defined as 
required. This yields a comprehensive list of planned 
and existing controls. 

Since NIST SP 800-30 is a technical risk assessment, 
organizational vulnerabilities and controls only come 
into play after the risks inherent in the IT infrastructure 
are addressed, unlike in ISO 27005 where existing 
controls precede vulnerability analysis.  In NIST SP 
800-30, risks to the IT infrastructure need to be 
identified from the ground up, before incorporating 
mitigation afforded by existing controls. 

1. Likelihood determination:  The first four steps are 
critical for establishing the infrastructure’s weaknesses. 
Next is the determination of likelihood of threats 
actually materializing, a process similar to preparing 
threat profiles under OCTAVE. 

Starting with an analysis of the potential sources of 
threats and motivation behind them, the capacity of 
these threats to compromise the given system and the 
associated vulnerability, are identified. Existing 
controls are factored in to determine likelihood of 
incidents. Each threat is given a likelihood rating. 

2. Impact analysis:  The next step under NIST SP 800-30 
is impact analysis. It measures impact to the business, 
as well as losses of confidentiality, integrity and 
availability (CIA). This is used to determine asset and 
data criticality, after measurement of established 
impacts. 

3. Risk determination:  Threat probability and the 
magnitude of impacts are correlated with adequacy of 
controls, to determine a level of risk. This level is 
quantified into a risk score or a risk rating. 

 
IV. ISO – 27005 STANDARD:  2008 
 
The complete name of ISO - 27005 standard is ISO/IEC 
27005 : 2008, Information Technology – Security 
Techniques –Information security risk assessment. It is 
drafted and published by International Organization for 
Standardisation (ISO) and International Electrotechnical 
Commission (IEC). It was released in June, 2008. Basically 
ISO -27005 is an international standard that provides 
generic guidelines for Information security risk 
management. It is also complaint with ISO/IEC 27001: 
2005 standard. This standard is documented in 55 pages, 
therefore it is quite comprehensive in its 
approach[12,14,15,16].  
 
ISO 27005 Standard was released in 2008. It was further 
revised in year 2011. Certain amendments were made to 
make the standard more competent for managing risks. 
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As the name of the standard is ‘Information Technology – 
Security Techniques – Information security risk assessment, 
it does not imply that that this standard is only used for 
managing risks in IT domain rather it is applicable to all 
type of organisations i.e. all Government agencies, private 
corporations or non-profit organisations conducting 
business in all spheres such as in Information technology, 
finance, manufacturing, telecommunication, utilities, etc. 
The methodology for risk management can be customised 
according to the needs and objectives of the organisation as 
well as with the type of business the organisation conducts. 
 
ISO 27005 Standard is the most widely accepted approach 
to IT risk management in the world. The global adoption of 
this standard has made it quite popular. Presently it is being 
adopted by 156 countries such as US, United Kingdom, 
Australia, Canada, Japan, Korea, France, etc. Organisations 
cannot get themselves certified against the ISO 27005 
Standard because this standard just provides guidelines. 
 
There are numerous challenges being faced by the people 
while implementing Information security standards. The 
biggest among them is gaining and keeping the Board’s and 
senior management’s interest. It is very difficult to convince 
the Management to spend money for enhancing the security 
of the organisation. Also gathering sufficient resources for 
proper implementation is one of the challenges being faced. 
Although the ISO 27005 standard provides sufficient details 
regarding risk assessment and risk treatment but it remains 
silent about risk measurement. This also creates problems 
during implementation.  

Amendment to ISO 27005 in 2011 

The new ISO/IEC 27005:2011 is a much better standard 
than the 2008 version.  

1) Firstly, it is a better written, more coherent 
standard.  

2) Secondly, it is aligned with the risk management 
standard ISO 31000, which makes it easier to 
integrate enterprise risk management approaches 
with information security risk management.  

3) Thirdly, it provides good, practical guidance on 
carrying out the risk assessment required by ISO 
27001, together with clear guidance on risk scales.  

4) Fourthly, it has good guidance on threats, 
vulnerabilities, likelihoods and impacts. 

 
ISO Workflow is presented in the diagram given below. The 
following figure depicts that the Risk management is an 
iterative process according to ISO – 27005 Standard. The 
main focus of it is on confidentiality, integrity and 
availability.  
 

The main phases of ISO – 27005  workflow consists of 
• Context Establishment 
• Risk Assessment 
• Risk Treatment 
• Risk Acceptance 
• Risk Communication 
• Risk Monitoring and Review 

 
This depicts that in ISO – 27005 Risk management process, 
first the context is established. This requires taking a 
decision regarding how risk management will be 
undertaken, building of policies and procedures, defining 
risk appetite and tolerance criteria, etc. Then risk assessment 
is carried out which brings into notice various types of risks 
being faced by the organisation. Risk treatment involves 
implementation of controls and measures in order to reduce 
risk to an acceptable level. If even after risk treatment risks 
are not within the tolerance limits, then next iteration is 
carried out with revised context. All the results obtained at 
all the levels of the risk management process are 
communicated to the management and Board. Finally risks 
to an organisation are continuously reviewed and monitored 
so that is in tune with the changing business requirements 
and environment. The following figure illustrates the 
workflow of ISO 27005.  
 
V. Conclusion 
 
In this present work, different risk models are been studied 
along with their merits and demerits. The work shows the 
implementation based features of these various models.  The 
risk assessment models are presented in this paper in detail. 
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